
Increased nation-state and supply chain threats—Nation-state cyberattacks
remain a major concern, especially as the ongoing Russia-Ukraine conflict
contributes to global cyberwarfare worries. Because nation-state attacks often
arise from third-party exposures, businesses have also become more focused
on addressing their supply chain vulnerabilities by bolstering their cybersecurity
practices.

Tightened underwriting standards—Similar to 2022, cyber insurance carriers
have continued to adjust their underwriting practices to help mitigate the
risk of making costly payouts. In particular, the heightened severity of cyber
incidents has motivated most carriers to be more selective regarding which
businesses they will insure and the types of losses they will cover.

Evolved regulations—In the past few years, both the federal government and
certain states have introduced stricter data privacy and breach notification
laws, holding businesses more accountable for their cybersecurity failings. In
2021, Virginia and Colorado implemented tightened legislation mirroring the
California Consumer Privacy Act and Europe’s General Data Protection Regu-
lation. Additionally, several states created laws that expanded the definition of
personally identifiable information (PII) and elevated the penalties for exposing
PII. In 2022, the federal government also introduced multiple new cybersecurity
regulations. Such laws are expected to continue evolving during 2023,
making it critical for businesses to prioritize compliance.

Elevated ransomware concerns—Ransomware attacks continue to impact
businesses of all sizes and sectors, but especially small- and medium-sized
establishments. What’s worse, these attacks often carry costly losses—both as
a result of substantial payment demands and technology and data recovery
efforts. In fact, international software company Acronis revealed in its latest
Cyberthreat Report that global ransomware damages are expected to exceed
$30 billion in 2023.

Heightened business email compromise (BEC) risks—BEC scams involve cy-
bercriminals impersonating seemingly legitimate sources—such as senior-level
employees, suppliers, vendors, business partners or other organizations—via
email. These scams are among the most expensive types of social engineering
losses and have become a major threat to businesses across industry lines. The
FBI reported that BEC scams have increased by 39% since 2020, contributing
to $2.4 billion in annual losses throughout the United States and costing an 
average of $120,000 per incident. 
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